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Agenda

– Introduction: Who am I and the company I work for?
– Introduction: Enterprise Security trends
– In Focus: Vulnerability and compliance management
– Questions
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Who am I?

– Frank van der Spek: Information Security Officer
– Robeco

– Pure-play asset manager since 1929
– Active investment style
– Equity, fixed income, money market, hedge funds, private 

equity, structured products, commodities, fiduciary 
management

– Assets under management of around EUR 111 billion (31 
December 2008)

– Strong presence in Europe and the US
– Global leader in sustainability investments
– Part of Rabobank (rated Triple A)
– Around 1650 employees (FTEs) in 14 countries (31 December 

2007)

mailto:Sander Nagel?subject=foto
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Global presenceGlobal presence

Chicago
Harbor Capital Advisors
Asset management, sales

Boston
Robeco Investment Management

Asset management, sales
Harbor Capital Advisors

Sales

New York
Robeco Investment Management
Asset management, sales
SAM
Asset management, sales 

Paris
Robeco France

Asset management, sales

Madrid
Robeco Spain

Sales

Zurich; Zug
Robeco Switzerland

Sales
SAM

Asset management, sales
Corestone

Asset management

Rotterdam
Intl. HQ; Alt & Sust. Inv.; Inv. Mgmt; RD; IRIS; Transtrend
Asset management, sales, research

Brussels
Robeco Belgium

Sales

Luxembourg
Robeco Luxembourg
Sales

Frankfurt
Robeco Germany
Sales

Bahrain
Robeco Middle East
Sales

Mumbai
Canara Robeco
Asset management, sales

Hong Kong
Robeco Greater China
and South East Asia
Asset management, sales

Tokyo
Robeco Japan
Sales

= investment management and sales
= sales only
= representative office

Sydney
SAM
Sales

Shanghai
Robeco Mainland China
Representative office

Greenbrae; Los Angeles
Robeco Investment Management
Asset management, sales Singapore

Robeco Greater China
and South East Asia
Sales

Toronto
SAM
Sales

Seoul
Robeco Korea
Representative office
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Robeco Organization

CEO
George Möller

Sales
& Marketing
Frank Kusse

CFO
Constant Korthout

Alternative &
Sustainable Inv.
Sander van Eijkern

Mainstream
Investments

Jean-Louis Laurens

COO
Leni Boeren

–Compliance
–Internal Audit
–Human Resources
–Corporate Communications
–Company Secretary
–IRIS

–Equity Inv.
–Fixed Income Inv.
–Global Allocations
–Inv. Solutions
–Structuring
–Product Mgmt.
–Securities Lending

–Corestone
–Robeco Inv Mgmt.
–Robeco France

–International 
Offices

–Institutional 
Benelux/other

–Wholesale Benelux
–Global Key Acc. & 

Consultants
–Sales Support
–Marketing

–Harbor Capital 
Advisors

–Canara Robeco

–Transtrend
–SAM
–Private Equity
–Sage
–Corp. Gov. & 

Sustainability
–AIM

–Corp. Dev. & 
Planning

–Accounting, 
Reporting & 
Fin. Analysys

–Tax
–Risk Mgmt.
–Legal
–Central 

Purchasing
–Treasury

–Group 
Information 
Services

–Financial Service 
Center

–Symphony

–Robeco Direct
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Group Information
Services

Group Information
Services

Project DeliveryProject DeliveryBusiness AlignmentBusiness Alignment

Architecture & 
Porfolio Management

Architecture & 
Porfolio Management

Application SupportApplication Support

Software developmentSoftware development

End user computingEnd user computing

Project managementProject management

Custom application  maintenance Custom application  maintenance 

Package & Inte gration maintenancePackage & Inte gration maintenance

TestTest

InvestmentsInvestments

Sales & InternationalSales & International

CEO/CFO departmentsCEO/CFO departments

Robeco DirectRobeco Direct

OperationsOperations

Vendor ManagementVendor Management

Application ServicesApplication Services

Application monitoring & controlApplication monitoring & control

Group Information Services
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Enterprise Security trends

– Mobile equipment security
– Protection of  (transactional) data
– Social networks and privacy
– VOIP/IPT  integration and security
– Web security: widgets
– Risk management / based approach
– Vulnerability and policy compliance
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Mobile equipment security

Do’s:

- secure your mobile device when unattended.

- keep track of your mobile device when you go through 
airport screening

- record identifying information and mark your equipment

- backup your files

Don'ts:

- store your password(s) with your mobile device

- leave your mobile device in your car

- store your mobile in checked luggage

- carry mobile devices in easily identifiable 
carrying cases
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File Server

EndpointEndpoint ApplicationsApplications StorageStorageFilesFilesNetworkNetwork

Production Data

Data warehouse

DR

Staging

WW Campuses

WW Customers

WW Partners

Remote Employees

WAN

WAN

WWW

VPN

Disk storage

Back up 
disk

Back up 
tape

Outsourced Development

Enterprise email

Business Analytics

Customer Portal

Protection of (transactional) data
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Media TheftMedia TheftDevice TheftDevice Theft

TakeoverTakeover

FraudFraud

InterceptIntercept

File Server

EndpointEndpoint ApplicationsApplications StorageStorageFilesFiles

Production Data

Data warehouse

DR

Staging

WW Campuses

WW 
Customers

WAN

WAN

WWW

VPN

Disk storage

Back up 
disk

Back up 
tape

Outsourced Development

Enterprise email

Business Analytics

Customer portal

Media LossMedia Loss

Unauthorized 
Access 

Unauthorized 
Access

DOSDOS

CorruptionCorruption

UnavailabilityUnavailability

EavesdroppingEavesdropping

Data TheftData Theft

Remote Employees

WW Partners

Data LossData Loss

Device LossDevice Loss

Unintentional 
Distribution 

Unintentional 
Distribution

Unauthorized 
Access 

Unauthorized 
Access

Unauthorized 
Activity 

Unauthorized 
Activity

Unauthorized 
Activity 

Unauthorized 
Activity

Protection of  transactional data
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Social Networks

– A lot of identity information
– Identity theft
– Social engineering

http://images.google.nl/imgres?imgurl=http://www.gahomesdigest.com/images/Plaxo_logo_black_300.jpg&imgrefurl=http://www.gahomesdigest.com/&usg=__soyogAIflLryr97IZm_ZD2VcUSo=&h=546&w=1713&sz=151&hl=nl&start=1&um=1&tbnid=W8DMTVXaO2H4NM:&tbnh=48&tbnw=150&prev=/images%3Fq%3Dplaxo%26hl%3Dnl%26sa%3DN%26um%3D1
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VOIP/IPT  integration and security

– Internal Threats
– Inquisitive staff
– Staff who take advantage
– Disgruntled staff
– Cleaners
– Security guards

– External Threats
– Hacking by organized crime
– Hacking for profit
– Hacking for revenge
– Disgruntled ex-employees
– Competitors

– Attacks
– Hacking

– Eavesdropping
– Packet spoofing & masq.
– Replay attacks
– Message integrity compromise
– Malicious call redirection and hijacking
– Malicious calling and voicemail bombing
– Man-in-the-middle

– Malware
– Denial of Service (DOS)
– Rogue devices

– Vulnerabilities
– Mis-configuration/implementation
– Application vulnerabilities
– Operating System vulnerabilities
– Separation data / voip network
– Poor architectural design
– No encryption
– Leaving unused services enabled
– Inadequate security on enabled 

services.
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Web security: widgets

– Widgets are small applets that usually run in a web browser or on 
the desktop and provide a specific functions.

– Vulnerabilities in widgets and gadgets enable attackers to gain 
control of user machines, and should be developed with security 
in mind.

– As any program code, widgets can be used for malicious 
purposes. One example is the Facebook “Secret Crush” widget, 
reported in early 2008 by Fortinet as luring users to install Zango 
adware.
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Risk management / based approach

– IRAM methodology of ISF
– 3 phases:

– Business impact Assessment
– Threat and Vulnerability Assessment
– Control Selection
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Vulnerability management

– Some definitions:
– A Vulnerability: A weakness in the IT infrastructure or IT 

components that may be exploited for a threat to destroy, 
damage, or compromise an IT asset.

– Vulnerability Assessment: A methodical evaluation of an 
organization’s IT weaknesses of infrastructure components 
and assets and how those weaknesses can be mitigated 
through proper security controls and recommendations to 
remediate exposure to risks, threats, and vulnerabilities.

– Vulnerability Management: The overall responsibility and 
management of vulnerabilities within an organization and 
how that management of vulnerabilities will be achieved 
through dissemination of duties throughout the IT 
organization.
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Vulnerability management at Robeco

– The vulnerability management process of Robeco is a 
responsibility of operational security within the outsourced 
infrastructure (EDS). This process consists of monitoring 
vulnerabilities in the market with information from ie. Symantec 
DeepSight Alert Service, different CERTs etc. Vulnerabilities are 
classified (on ease, local/remote, impact, complexity, reliability) 
and mapped on the infrastructure of Robeco. If applicable, 
vulnerability management triggers patches and updates to 
infrastructure and software components. 

– Vulnerability assessment, by scanning the infrastructure on 
patch-level and vulnerabilities in services is also part of 
vulnerability management.
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Vulnerability management at Robeco

– Main goals of vulnerability management:
– Check infrastructure against implementation guidelines.
– Assess on known vulnerabilities.
– Fix vulnerabilities with patches/updates/deactivating services.
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Compliance 
management

IZ

Internet

DMZ

IEZ

1400 Workplaces

~300 servers (unix, wintel) 
(file, database, application, etc.)

~10 servers 
(webservers etc.) 

~10 servers (email, 
ext.DNS, proxy etc.) 
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QualysGuard

– Qualysguard supports the Vulnerability and Patch management process in an 
optimal way. The key features of QualysGuard are:

– Discover and prioritize all network assets 
Identify all network devices and software applications that reside within your 
infrastructure, and identify host details including operating system and open 
services.

– Proactively identify and fix security vulnerabilities 
Safely and accurately detect and eliminate the vulnerabilities that make network 
attacks possible. 

– Manage and reduce business risk 
Reduce risk by automating vulnerability identification and prioritizing remediation 
based on mission critical systems and high-severity vulnerabilities.

– Ensure compliance with laws, regulations and corporate security policies 
Document regulatory compliance via automated agent-less auditing, tamper 
resistant audit trails and the certainty that comes with third-party assessment.

– Achieve compliance with Payment Card Industry (PCI) Data Security 
Standard 
Achieve PCI compliance status with QualysGuard's testing and compliance 
application.
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Questions / Discussion
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