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Topics

Why performance measurement &
management?

What measures?
Pitfalls & Challenges — futile effort?
What works for you?
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The “hunch to data” model

*Similar *Outside *Data to sLarge population
experiences confirmation confirm assessed
Several ‘right  eLogically hypothesis. -Sca_le of problem
brain’ data defendable confirmed
points hypothesis
Hunch Expert Belief Systematic
opinion evidenced evidence
by sampling
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Using Effective Metrics
D nstrates Value

Control ure



Why Performance
management?

 Need to demonstrate value
— Compliance & Licence to Operate
— Loss avoidance
— Business/Cost saving opportunity

 Need to demonstrate prudent use of
funding

— Effectiveness (Doing the right things)
— Efficiency (Doing them the right W%goconfdema



Metrics — Maturity Journey

Level Four |Predictive
Value is clearly
understood, used and
supports strategic
business

Level Three | objectives”
Control Phase-
“Standardized, repeatable

Processes with well defined

Control metrics.”
Level Two | —

“Initial defining
Of processes & measures; voice of customer”

Level One i
| | Reactive - Brake/Fix

“What to Measure?”
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Strategic-measures

Benchmarking:

— Headcount/budget

— Service/Transaction cost
Capability:

— Staff

— Process

— Architectural

— Organisational
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Operational-measures

 Advanced Valuation Approach (AVA)?
 ALE, ROSI?
« NPV, ROI?

No level of sophistication Is any use unless
believed in & used.

0 easy to measure what Is available vs.

what is useful (viruses discovered)
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CSO magazine: Aligning Security Metrics with Business Drivers

BUSINESS DRIVERS
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Actions
Review current plan & capabilities — stop
something & identify new priority work

Test right balance of people/tools
embedding/outsourcing/specialist work

Duplication with other teams —
compliance?

Test right balance of ‘onshore’/’offshore’
Review architecture (duplicates?)

Agree value & performance metrics &
report CSOconfidential



Questions?

paul.dorey@csoconfidential.com

G
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