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Arguably, the information security profession has spent most of the past 10 to 15 years addressing nuisance 
threats from outside the company (that is, "hackers"). During the same time period, a growing number of 
sophisticated cybercrimes have made the news. Home banking customers have lost money through "phishing" 
attacks, credit card information has been stolen in wholesale quantities and sophisticated industrial espionage 
attacks have been carried out through the use of "spyware."
Organized crime has been involved in "cyberspace" for at least a decade, and criminals continue to become more 
sophisticated in their abilities. Software providers have learned a great deal about the techniques and processes 
involved in creating better code, but any additional robustness tends to be overcome by the introduction of new 
features, which always bring new vulnerabilities. 
Security professionals are making progress, but so are the attackers. The rate of failure may be decreasing, but 
the number of high-loss incidents seems to be increasing.
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Tactical vs. Strategic Infosec Roles

Report
Risks

Create
Policy

Risk
Assess

Design
Security

Manage
Firewalls

Provision
Users

1995 2005

Work subsumed 
by enterprise risk 
management group

Work subsumed 
by application 
development, 
networks, and 
systems groups

Stand-alone
information

security groups
disappear

2015?

Strategic tasks becoming more important
"Business" rather than 
"technical" approaches
Better alignment with 
the business
Governance and regulatory 
compliance is a driver

Tactical tasks 
increasingly 
operationalized

Strategic Planning Assumption: Organizational experimenting will continue, as 70 percent of 
enterprise-class organizations will make changes in their information security reporting 
structure during the next 3 years (0.8 probability).

Ten years ago, information security tasks were predominately operational. User provisioning, security 
configuration and perimeter management have changed in detail during the past decade, but they have not 
changed in significance. Organizations have transferred knowledge of these tasks to persons with relatively less 
experience, and the available products have become more sophisticated and automated, which allows the same 
functions to be performed at a lower personnel cost. These functions can be categorized as tactical.
During the same 10 years (and, arguably, at an increasing rate during the past two to five years), the emphasis in 
the information security space has become more strategic — particularly at the very largest corporate and 
government organizations. The ability to determine what constitutes risk, and particularly the privilege of 
reporting that risk to executive decision makers, is a highly political activity. In most cases, it is a privilege that 
has been denied to technically oriented information security specialists, who have been forced to report their 
concerns up through the filter of the CIO's organization.
Information security is being given greater independence. The CISO is being given a reporting mechanism that 
lies outside the IT department through either a "dotted-line" report to a CFO, CRO or CCO, or even a direct 
report. This is viewed as an important governance mechanism — particularly in highly regulated organizations. 
In theory, the CISO is able to provide a more realistic picture of IT risk when not subjected to the pressures of 
accommodating IT's agenda.
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Client Issue: What does an IT security director need to know about organizational risk 
management?
This graph shows the relative maturity of organizations with regard to security programs. Along the curve are the 
milestones that mark a maturing organization, starting with an assessment of current state and then the 
establishment of a security team. Moving up the curve we see the initiation of a strategic program as the 
beginning of the first real improvement. It is part of this program where we see the creation of domains and the 
associated trust levels (or security baselines) that will characterize a mature and useful program.
Real progress hits with an architecture that supports domains and trust. Instituting processes move an 
organization out of the ad hoc reactive mode and into the proactive mode. Processes are repeatable, survivable 
and measurable, and they can be improved on an ongoing basis.
At the top of the curve, organizations have reached a maturity level where they have organized all the processes 
and now focus on improving good practice. Notice that we show 80 percent of organizations in the initiation 
phase or the lowest levels of this maturity. Fifteen percent are working hard on maturing their processes and few, 
less than 5 percent, are in the highest levels of maturity.
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Countermeasures Become More Distributed
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In the past, security tended to focus on the firewall. This was a useful expedient, and firewalls continue to 
represent one of the most significant forms of security control. However, security functionality is being spread 
out across the entire Internet, largely because PCs (particularly laptops) are suffering increasingly from attacks 
that firewalls cannot address. Most of these attacks are external in origin, but some originate from inside the 
organization, and these can be quite costly.
Greater levels of security technology will be applied to all endpoints, but particularly to Windows-based 
systems, and systems that travel. Centrally administered technology is becoming a common means of  ensuring
that the security functionality is performing consistently. In addition, security is subject to outsourcing, which 
will continue to become more popular in areas where outsourcing is relatively straightforward, such as filtering 
content for hostile code or spam.
Increased distribution involves a change in the network or hardware abstraction layer where services are applied 
as well. It is no longer feasible to rely on the platform infrastructure to protect access to data or to provide 
assurance as to its origin. Technologies such as digital rights management and Web services security protocols 
are encapsulating security controls along with the data. This provides greater flexibility and greater granularity, 
and it allows the security mechanisms to persist through time and space.
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Strategic Planning Assumption: Through 2007, 80 percent of damage-causing events will be 
preventable by careful implementation of NAC, intrusion prevention, IAM and vulnerability 
management processes (0.7 probability).

In its search for the "grand unified theory of security," Gartner has defined four high-level security processes that 
are key to the effectiveness and efficiency of enterprise security programs. These processes are network access 
control (NAC), intrusion prevention, identity and access management (IAM), and vulnerability management.
These processes address most of the active security efforts that organizations need to avoid compromising their 
systems, network and data. Many other important security activities (such as business continuity planning or 
disaster recovery, and incident response) make up a complete security program, but these four key processes 
represent the primary areas where external threats and new technologies demand agile security processes to meet 
constantly changing demands. 
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Identity management and the provisioning of access to company resources involves the careful execution of 
three processes: the access model process, the workflow process and the identity process. The access model 
process maps established business policies to roles and rules to be used when creating and managing an identity. 
Relevant factors include information security policies, separation of duties (SOD) rules, customer requirements 
and external influences, such as government and industry regulations. The workflow process takes established 
business policies, such as business processing and approval requirements, and establishes the step-by-step flow 
of how an identity is created. 
The identity process is where the mapping of the roles, rules and workflow for a specific user comes together to 
create an account (or set of accounts) on a target or, more likely, a set of target platforms. This ensures that the 
user will have all the account attributes and privilege assignments needed to access company resources. Each 
process includes six common actions: create, use, change, report, log and retire.
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Perimeter firewalls and antivirus gateways are circumvented when PCs connect remotely via a VPN, or when a laptop or 
other mobile platform is brought into the office and directly connected to the corporate network. Four damage scenarios are 
possible:
• A corporate laptop that is only occasionally connected to the internal network is not accessible for patch installation. It 

spends time outside the corporate firewall, is corrupted with a worm and connects to the internal network via an IP 
Security (IPsec) VPN or remote-access server (RAS) connection.

• A home PC that is used by an employee for work purposes is corrupted with a worm and establishes an IPsec VPN or 
other RAS connection to the internal network.

• A laptop or other mobile platform that is owned by a contractor or other external entity is infected with a worm and 
connects to the internal network via an IPsec VPN, RAS or an Ethernet port at a corporate site.

• An employee's personal mobile device is infected with a worm and is connected to the network via an Ethernet port at a 
corporate site.

An NAC solution compares the security state of a device that is attempting to connect to a network with a set of policy 
attributes that define which security conditions must be met to allow network access. The scope of an NAC solution needs 
to encompass external and internal network connections by managed and unmanaged devices. The NAC solution should 
cover these network connection scenarios: IPsec and SSL VPNs, wired and wireless LANs, and dial-in via RASs.
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A vulnerability management effort should start with the definition of policies for security configuration 
management, along with those for identity and access. The next step is to discover all systems that can access the 
corporate network and then baseline the systems with respect to known vulnerabilities and policy compliance. 
Mitigation efforts need to be based on a prioritized list. Prioritization should be based on knowledge of the 
current threat environment and the business use or criticality of vulnerable assets. Effective network and host-
level shielding can protect vulnerable assets until mitigation work can be completed. The next step is to mobilize 
a wide variety of operations and support groups to mitigate high-risk vulnerabilities.
Eliminating a vulnerability is important, but eliminating the root cause will prevent the reintroduction of 
vulnerabilities that have been resolved. In many cases, the root cause lies in weak system configuration or user 
administration processes or inadequate or nonexistent change management. In addition, a comprehensive 
vulnerability management program should include active vulnerability and compliance monitoring, and well-
defined incident response and control processes.
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Strategic Planning Assumption: By 2006, organizations that rely only on proxy or stateful 
packet inspection will experience successful application-layer attacks at twice the rate of 
organizations that use leading deep-packet inspection approaches (0.6 probability). 

Firewalls have always carried out their role of defending the network perimeter well. However, because attacks 
do slip past their simple rule sets, which are often misconfigured, there has long been a desire for additional 
layers of network defense. For several years, it was hoped that intrusion detection systems (IDSs) would fulfill 
this role, but they pose a problem for most IT departments: IDS agents need to be monitored continuously to be 
effective. In most cases, IT was surprised by the level of constant support that IDSs needed. This gave rise to the 
managed security service market.
Products have been developed that approach the problem of internal defense more logically. A security 
administrator would rather install agents that act to protect the hosts and networks on which they reside than 
agents that report when malicious activity is occurring. Intrusion prevention is not an easy task because it 
requires efficient detection of malicious attacks. Network IDS vendors are struggling constantly to decrease false 
positives, while increasing throughput. Well-designed network agents should use a combination of signature, 
protocol anomaly detection and traffic analysis to minimize false positives. The concept of state awareness will 
allow network agents to scale to the multigigabit speeds needed. They should be in line to allow them to drop 
sessions. Host intrusion detection agents should lock down the operating systems and applications that reside 
there. Violations of policy at the system call or network layers should be blocked.
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IT Risk Management
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SQL Slammer Vulnerability

The Technology View

MS-SQL 8.0 UDP 
Slammer Worm Buffer 
Overflow Vulnerability

CAN-2002-0649
Qualys ID 19070

Released: July 2002
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Overflow Vulnerability
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Qualys ID 19070

Released: July 2002
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The SeTraSys Tool (www.setrasys.net)
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The SeTraSys Tool (www.setrasys.net)
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MAKING THE INTERNET THE 
CHANNEL OF CHOICE
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Well, the Internet infrastructure continues 
to grow



On-line vendors seem to be making their 
choices

• Internet advertising spend increased 21% 
in 2004, and increasing faster than TV

• On average 2004 web advertising was 
about 3.6% of ad spend, 5.4% in US and 
7.7% in Sweden. Expect web advertising 
spend to be 4.4% in 2007(Zenith Optimedia, April05)

• 79% US on-line retailers are profitable, 
average margin 21%, average marketing 
growth rate in region of 10% - 20% pa 
(Interactive Advertising Bureau, Nov04)



There appear to be several 
reasons for this growth
(Interactive Advertising Bureau, Nov04

•The consumer is in control

•The internet makes marketers more accountable

•Growing economy

•Broadband is transforming consumer access

•‘Search services’ are growing and attract more 
advertising $’s

•The Internet is attacking TV advertising (quoted as 
$60Bn pa in US)



On the other hand maybe not all are convinced

•Consumer confidence in e-business security is weak. Less than 70% of on-line 
customers feel secure (less than 60% in the US)

•80% - 90% of on-line consumers are familiar with identity theft and at best only
80% of online banking customers think Banks do enough to protect customers 
(and between 70% and 40% for other sectors) (RSA Security Index, November 

2005)

•80% of US consumers interested in receiving personalised content, 60% 
willing to spend more than 2 minutes providing personal information to drive 
personalisation, but 63% concerned that this data is not secure (Choice Stream 

Personalisation Survey, May 2005)

•US consumers receive an average of 5 phishes pa, 15% of recipients clicked it 
(Gartner Phishing Study, July 2005)

•Perhaps size matters – 54% of phishes reported directed at CitiBank
(CipherTrust 2005)

•The US Secret Service receives about 100 calls and 300 – 500 items of 
correspondence from actual or potential victims of ‘419’ frauds per day 
(FraudWatch International)



18%

53%

12%

18%

1 2 3 4

If you compare e-commerce to other more traditional retail 
channels such as in-store shopping, do you think

e-commerce is

1. prohibitively risky

2. significantly more 
risky

3. the same

4. less risky

What do you think?
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How adequate do you think current commercial law is in 
dealing with e-commerce risks?

1. completely 
inadequate

2. somewhat inadequate

3. OK

What do you think?
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How would you feel if you had to carry and use a personal 
security token?

1. Very put out

2. Mildly inconvenienced

3. Don’t mind

4. See it as a plus

5. Don’t understand why they 
haven't been introduced 
sooner

What do you think?



At the end of the day, who has to 
resolve the issues?

• Who owns the issues – the consumer, the 
service provider or the technology 
suppliers?

• Who has the wherewithal to protect  e-
space?

• Who makes the choices and who 
benefits?

• Who do you want to take the lead?




